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o~ ~ead Data. or Intern~t service pro....iders. Ca~l forw~rding, speed
dlaling, and the call redlreCtlOn portIon of a VOlce-mall 3ervice are
covered by this bill.

In addition, for purposes of this bill. the FCC is authorized to
deem other persons and entities to be telecommunications carriers
subject to the capability and capacity requirements in the bill to
the extent that such person or entity serves as a replacement for
the local telephone service to a substantial portion of the public
within a State. As part of its determination whether the public in­
terest is served by deeming a person or entity a telecommuni­
cations carrier for the purposes of this bill. the Commission shall
consider whether such determination would promote competition.
encourage the development of new technologies. and protect public
safety and national security.

The term "caU-identifying information" means the dialing or sig­
naling information generated that identifies the origin and destina­
tion or a wire or electronic communication placed to, or received by,
the facility or service that is the subject of the court order or lawful
authorization. For voice communications, this information is typi­
cally the electronic pulses. audio tones, or signaling messages that
identify the numbers dialed or otherwise transmitted for the pur­
pose of routing calls through the telecommunications carrier's net­
work. In pen register investigations, these pulses, tones, or mes­
sages identify the numbers dialed from the facility that is the sub­
ject of the court order or other lawful authorization. In trap and
trace investigations, these are the incoming pulses, tones. or mes­
sages which identify the originating number of the facility from
which the call was placed and which are captured when directed
to the facility that is the subject of the court order or authorization.
Other dialing tones that may be generated by the sender that are
used to signal customer premises equipment of the recipient are
not to be treated as call-identifying information.

The term "government" means the Government of the C'nited
States and any agency or instrumentality thereof. the District of
Columbia, any commonwealth, territory, or possession of the Unit­
ed States, and any State or political subdivision thereof authorized
by law to conduct electronic surveillance.

The term "telecommunications support services" means a prod­
uct, software or service used by a telecommunications carrier for
the intemal signaling or switching functions of its telecommuni­
cations network. The committee understands there are currently
over 100 entities that provide common carriers with specialized
support services. The definition of "telecommunications ~upport
services" excludes "information services," as defined in the blll.

The term "information services" includes services offered through
software such as groupware and enterprise o.r pers.onal messa~ng
software, that is, services based on products (mcludlOg~ut not lim­
ited to multimedia software) of which Lotus Notes, Microsoft Ex­
change Server, and Novell Netware (and their as~ia~.servic~sJ
are both examples and precursors. It is the committee s mtentlon
not to limit the definition of "infonnation services" to current prod·
ucts, but rather to anticipate the rapid ·d~velol?ment of ad~~cecl
software and to include such software sel"V'lces m the defimtlon 01

"information services," By including such software. services withir.
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the definition of infonnation services, it is excluded from compH­
ance with the requirements of the bill.

Section 2602, entitled "Assistance capability requirements." con­
sists of four subsections. Subsection (aJ sets forth four "Capability
Requirements," which every telecommunications carrier is reqUired
to meet in connection with those services or facilities that allow
customers to originate, terminate or direct communications.

The first requirement is expeditiously to isolate and enable the
Government to intercept all communications in the carrier's control
to or from the equipment, facilities or services of a subscriber. con­
currently with the communication's transmission. or at any later
time acceptable to the Government. The bill is not intended to
guarantee "one-stop shopping" for law enforcement. The question of
which communications are in a carrier's control will depend on the
design of the service or feature at issue, which this legislation does
not purport to dictate. If, for example, a forwarded call reaches the
system of the subscriber's carrier, that carrier is responsible for iso­
lating the communication for interception purposes. However, if an
advanced intelligent network directs the communication to a dif­
ferent carrier, the subscriber's carrier only has the responsibility,
under subsection (d), to ensure that law enforcement can identify
the new service provider handling the communication.

The second requirement is exveditiously to isolate and enable the
Government to access reaaonabfy available call identifying informa­
tion about the origin and destination of communications. Access
must be provided in such a manner that the information may be
associated with the communication to which it pertains and is pro­
vided to the Government before, during or immediately after the
message's transmission to or from the subscriber, or at any later
time acceptable to the Government. Call identifying information ob­
tained pursuant to pen register and trap and trace orders may not
include information disclosing the physical location of the sub­
scriber sending or receiving die message, except to the extent that
location is indicated by the phone number. However, if such infor­
mation is not reasonably available, the carrier does not have to
modify ita system to make it available.

The third requirement is to malte intercepted messages and call
identifying information available to government in a format avail­
able to the carrier so they may be transmitted over lines or facHi­
ti. leased or procured by law enforcement to a location away from
the carrier's premi.... If the communication at the point it is inter­
cepted is digital, the carrier may provide the communication to law
enforcement in· digital form. Law enforcement is res~Dlible for de­
termining if a communication is voice, fas or data and for translat­
inLit into uaeable form.

The fmal requirement is to meet these requirements with a mini­
mum of interference with the subscriber's service and in such a
way that proteeta the privacy of messages and call identifying in­
formation that are not targeted by electronic surveillance ord~rs,
and that maintaiDa the coi:Lfidentiality of the gove~ent's WIre­
taps.

The committee intends the aaaistaDce ~ments in section
2802 to be both a floor and a ceiling. The FBI Director testified
that the I.lation wu intended to preserve the status quo, that
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it was intended to provide law enforcement no more and no tess ac
cess to information than it had in the past. The committee urge:
against overbroad interpretation of the requirements. The leglsla
tion gives industry, in consultation with law enforcement and sub
ject to review by the FCC. a key role in developing the technlca
requirements and standards that will allow implementation of thl
requirements. The committee expects industry. law enforcemen
and the FCC to narrowly interpret the requirements.

Subsection I b/ limits the scope of the assistance requirements il
several important ways. First. law enforcement agencies are no
permitted to require the specific design of systems or features. no
prohibit adoption of any such design. by wire or electronic commu
nication service providers or equipment manufacturers. The legisla
tion leaves it to each carrier to decide how to comply. A carrie
need not insure that each individual component of its network 0

system complies with the requirements so long as each communica
tion can be intercepted at some point that meets the legislated re
quirements.

Second. the capability requirements only apply to those service
or facilities that enable a subscriber to make. receive or direct call~
They do not apply to information services, such as electronic rna
services. on-line services, .such as CompuServe, Prodigy, Americ~
On-Line or Mead Data. or Internet service providers. tThe storag
of a message in a voice mail or E-mail "box" is not covered by th
bill. The rP.direction of the voice mail message to the ·"box" and th
transmission of an E-mail message to an enhanced service providE
that maintains the E-mail service are covered.' :Sor does the bi
apply to services or facilities that support the transport or switcl
ing of communications for private networks or for the sale purpm
of interconnecting telecommunications carriers.

Because financial institutions have major concerns about securi,
and reliability, they have established private communications ne
works for payment system data transmission traffic such as aut
mated teller machines (ATM). point of sale (credit card) verificati(
systems, and bank wires. Some of these networks are point
point, although many utilized the public network at various point
ATM networks. bankcard processing networks. automated ch!1
clearinghouse networks, stock exchange trading networks. point
sale systems. bank wire and funds transfer systems are all e
cluded from the coverage of the bill. whether or not they invol
services obtained from telecommunications carriers. Private nt
works such as those used for banking and financial transactio
have not posed a problem to law enforcement: and there are go
reasons for keeping them as closed as possible. These networks a
not the usual focus of court authorized electronic surveillance. a:
the financial infonnation travelling on these networks is alrea
available to law enforcement agencies under the banking laws.

Thus. a carrier providing a customer with a service or facili
that allows the customer to obtain access to a publicly switch
network is responsible for complying with the capability requi.
ments. On the other hand. for communications handled by multil
carriers. a carrier that does 'not originate or terminate the messa:
but merely interconnects two other carriers. is not subject to t
requirements for the interconnection part of its fac~lities.
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While the bill does not require reengineering of the Internet, nor
does it impose prospectively functional requirements on the
Internet, this does not mean that communications carried over the
Internet are immune from interception or that the Internet offers
a safe haven for illegal activity. Communications carried over the
Internet are subject to interception under title III just like other
electronic communications. That issue was settled in 1986 with
ECPA. The bill recognizes, however. that law enforcement will
most likely intercept communications over the Internet at the same
place it intercepts other electronic communications: at the carrier
that provides access the public-switched network.

The bill does not cover private branch exchanges (PBX·s>. This
means that there will be times when the telecommunications car­
rier will be unable to isolate the communications of a specific indi­
vidual whose communications are coming through a PBX. This
poses a minimization problem to which law enforcement agencies.
courts, and carriers should be sensitive. The committee does not in­
tend that the exclusion of PBX's is to be read as approval for trunk
line intercepts. Given the minimization requirement of current law,
courts should scrutinize very carefully requests to intercept tnmk
lines and insist that agencies specify how they will comply with the
minimization requirement. This is especially true of intercepts of
E-Mail and fax transmissions. In addition, carriers presented with
an order for interception of a trunk line also have the option to
seek modification of such an order.

Finally, telecommunications carriers have no responsibility to
decrypt encrypted communications that are the subject of court-or­
dered wiret~s, unless the carrier provided the encryption and can
decrypt it. This obligation is consistent with the obligation to fur­
nish all necessary assistance under 18 U.S.C. 2518(4). Nothing in
this paragraph would prohibit a carrier from deploying an
encryption service for whiCh it does not retain the ability to decrypt
communications for law enforcement access. The bill does not ad­
dress key escrow encryption, or the "Clipper Chip" issue. Nothing
in the bill is intended to limit or otherwise prevent the use of any
type of encryption within the United States. Nor does the commit­
tee intend this bill to be in any way a precursor to any kind of ban
or limitation on encryption technology. To the contrary, section
2602 protects the right to use encryption. .

Subsection (c) allows a carrier, in emergency or exigent cir­
cumstances, at the sale discretion of the carrier, to fulfill its obliga­
tion to deliver communications to law enforcement under the third
capability requirement by allowing monitoring on the carrier's
premises.

Subsection (d), entitled "Mobile Service Assistance Requirement:'
addresses the responsibility of the carrier who can no longer de­
liver a message or call identifying info~ation to law e~orce:m~nt
because the subscriber, the communication and the call1dentlfying
information have left the carrier's service area. In such a case, the
carrier that had the assistance responsibility is not required to con­
tinue providing the government with the communication content or
call identifying information. but must insure that the Government
can determine which carrier or service provider has subsequently
picked up the communication or call identifying information and
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be~n ~erving t~e subscrib~r, subject ~ limitations on disclosing lo­
cation mformation as descnbed in sectIon 2602(a).

Section 2603, entitled "Notices of capacity requirements," places
the burd~n on the Government to estimate its capacity needs and
to do so In a cost-conscious manner, while also providing carriers
with a "safe harbor" for capacity. Subsection (a) requires the Attor­
ney General, within 1 year of enactment, to publish in the Federal
Register and provide to appropriate industry associations and
standards bodies notices of both the maximum capacity and the ini­
tial capacity required to accommodate all intercepts, pen registers.
and trap and trace devices the Government (including Federal.
State and local law enforcement) expects to operate simultaneously.

The maximum capacity relates to the greatest number of inter­
cepts a particular switch or system must be capable of implement­
ing simultaneously. The initial capacity relates to the number of
intercepts the government will need to operate upon the date that
is 4 years after enactment:

The Attorney General is directed to develop the notices after con­
sultation with local and State law enforcement authorities and the
carriers, equipment manufacturers and providers of telecommuni­
cations support sernces. The Attorney General is given flexibility
in detennining the form of the notice. For example. the notice may
be in the fonn of a specific number for a particular geographic
area, or a generally applicable fonnula based on the number of sub­
scribers served by a camero

Subsection rb) provides that telecommunications carriers must
ensure that. within 3 years after publication of the notices. or with­
in 4 years after enactment, whichever is longer, they have the max­
imum capacity and the initial capacity to execute all electronic sur­
veillance orders. If the Attomey General publishes the first capac­
ity notices before the statutory time of one year has elapsed. com­
pliance by carriers must be achieved at the same time as the effec­
tive date in section 2 of this bill. In the event the Attorney General
publishes the notices after the statutory time limit, carriers will
have 3 years thereafter to comply, which time period will fall after
the effective date in section 2 of this bill.

Subsection (c) requires the Attorney General periodically to give
telecommunications carriers notice of any necessary increases in
maximum capacity. Carriers will have at least 3 years, and up to
any amount of time beyond 3 years agreed to by the Attorney Gen­
eral, to comply with the increased maximum capacity require­
ments.

Section 2604 protects systems security and integrity by requiring
that any electronic surveillance effected within a carrier's switching
premises be activated only with intervention by an employee of t~e
carner. The switching ~ premises include central offices and mobile
tel~hone switching offices (MTSO's).

This makes clear that govemment agencies do not have the au­
thority to activate remotely interceptions within the premise. of a
telecommunications camero Nor may law enforcement ~nter on~ a
telecommunications carriers premises to effect an Intercept~on
without the carrier's prior knowledge and consent when euc:ut~ng
a wiretap under ezigent or emergency circums~ces.under s~~on
2602(c). All executions of court orden or authonzatlons requmng
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access to the switching facilities will be made through individuals
authorized and designated by the telecommunications carrier. Acti­
vation of interception orders or authorizations originating in local
loop wiring or cabling can be effected by government personnel or
by individuals designated by the telecommunications carrier. de­
pending upon the amount of assistance the government requires.

Section 2605 requires a telecommunications carrier to consult
with its own equipment manufacturers. and support service provid­
ers to ensure that equipment or services comply with the capability
requirements. Manufacturers and support services prOViders are
reqUired to make available to their telecommunications carrier cus­
tomers the necessary features or modifications on a reasonablY
timely basis and at a reasonable charge. Subsection 2605, b I clearly
means that when a manufacturer makes available features or
modifications to permit its customer to comply with the require­
ments of the bill. the manufacturer is to be paid by the carrier in
accordance with normal and accepted business practices.

These responsibilities of the manufacturers and support services
providers make clear that they have a critical role in ensuring that
lawful interceptions are not thwarted. Without their assistance.
telecommunications carriers likely could not comply with the capa­
bility requirements.

Section 2606 establishes a mechanism for implementation of tlu
capability requirements that defers. in the first instance. to indus
try standards organizations. Subsection (aJ directs the Attorne~

General and other law enforcement agencies to consult with asso
ciations and standard-setting bodies of the telecommunications in
dustry. Carriers. manufacturers and support service providers wii
have a "safe harbor" and be considered in compliance with the ca
pability requirements if they comply with publicly available tech
nica! requirements or standards designed in good faith to impjE
ment the assistance requirements.

This section provides carriers the certainty of "safe harbors.
found in standards to be issued under a process set up in the bil:
The use of standards to implement legislative requirements is. (
course, appropriate so long as Congress delineates the policy th2
the g11idelines must meet. Skinner v. Mid-America Pipeline Co
490 U.S. 212, 220 (1989) ("It is constitutionally sufficient if Cor
gres. clearly delineates the general policy.").

This bill. in fact. provides through the four factors in sec~io
2602 much greater specificity than found in many~ delegatlor.
upheld by the courts. See, e.g., Yakus v. U.S., 321 U.S. 414. 4~
(1944) (upholding delegation of authority to fix prices that ··willl
generally fair and equitable and will effectuate the purposes" of tt
statute); FPC v. Hope Natural Gas Co., 320 U.S. 591, 600 (194·
(delegation to determine "just and reaso~able" rates uJ:!hel~). -

The authority to issue standards to Implement legislation del
gated here to private parties is well within what has been uphe
in numerous precedents. In St. Louis, Iron Mt. '" Southern Ry. C
v. TayLor, 210 U.S. 281 (1908), the SUK:ie Court ~p~eld the del
gation of authority to the American . way A.uoclatlon to esta
lish the standard height of-draw bars for freight cars. ~n Noblecrc
Industries v. Secretary of Labor, 614 F.2d 199 (9th ,Clr. 1980>, ,t.
ninth circuit sustained Congress's delegation to pnvate organ12
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tions of the authority to develop health and safety standards. See
also U.~. v. Frame, 88~ F.2d 1119, 11~2 (~rd Cir. 1989) (upholding
delegatIon to the beef Industry to devIse Its own strategies to im­
plement the Government's policy).

The appropriateness of the delegation here is furthered by two
factors: (1) Compliance with the industry standards is voluntary.
n~t compulso~..Carrie~ can adopt other solutions for complying
With the capablllty requirements. (2) The FCC retains control over
the standards. Under section 2602(b >, any carrier, any law enforce­
ment agency or any other interested party can petition the FCC.
which has the authority to reject the standards developed by indus­
try and substitute its own. See Sunshine Anthracite Coal Co. v.
Adkins. 310 U.S. 381 (1940); St. Louis, Iron Mt. & Southern Ry. Co.
v. Taylor, supra; Frame, supra, 885 F.2d at 1128 (delegation valid
where discretion of private bodies is subject to the Government's
authority to disapprove or modify the standards).

This section states affirmatively that the absence of standards
will not preclude carriers, manufacturers or support service provid­
ers from deploying a technology or service. but they must still com­
ply with the capability assistance requirements.

Subsection fb) provides a forum at the Federal Communications
Commission in the event a dispute arises over the technical re­
quirements or standards. Anyone can petition the FCC to establish
technical requirements or standards, if none exist, or challenge any
such requirements or standards issued by industry associations or
bodies under this section. In taking any action under this section,
the FCC is directed. to protect privacy and security of communica­
tions that are not the targets of court-ordered electronic surveil­
lance and to serve the policy of the United States to encourage the
provision of new technologies and services to the public.

I! an industry technical ntCluirement or standard is set aside or
supplanted by the FCC, the FCC is required to consult with the At­
torney General and establish a reasonable time and conditions for
compliance with and the transition to any new standard. The FCC
may alao defme the auiatance obligatioDs of the telecommuni­
cations carriers during thia transition period.

This section is a1ao intended to add openness and accountability
to the proc:esa of finding solutions to intercept problems. Any FCC
decision on a standard for compliance with this bill must be made
publicly.

SubMCtion. (c) gives telecommunications carriers an additional 2
years to achieve compliance with the capability asaiatance require­
menta beyond the 4 years provided in section 2 of the act, if they
petition for, and the FCC grants, an eztension. The FCC may grant
a petition for relief from compliance with the ca~Wty auis~ce
requirements for up to 2 years in circumstances where the camer
caD show that compliance with those requirements i~ not re~·
ably achievable through application of technology a~l~ WIthin
the 4-year compliance perioCl. The Attorney General ',Yill reimburse
the carrier for any neces.ary modiftcatiolUl made dunng the exten-
SiOD period. . -..,

Any eztension granted under thia subsec:tlon appli. only ~ that
part of the carriers buaiDeu on which the feature or semce a1
IUlle is UMcl. .
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Section 2607 provides for enforcement of the bill by the courts.
Subsection (a) provides that a court may order telecommunications
camers, equipment manufacturers and support service providers to
comply forthwith with the requirements of the bill in circumstances
where an electronic surveillance order or authorization has been is­
sued but cannot be efTe<:ted because a carner has failed to comply
with the requirements of the bill. This provision compliments the
existing requirement in 18 U.S.C. 2518(4) that an order authoriz­
ing electronic surveillance may direct that providers of wire or elec­
tronic communications services or any "other person • • • furnish
• • • forthwith all information. facilities. and technical assistance
necessary to accomplish the interception."

Subsection fbI authorizes the Attorney General. in the absence of
a particular electronic surveillance order or authorization. to apply
to an appropriate U.S. district court for an enforcement order di­
recting a telecommunications carrier, equipment manufacturer and
support services provider to comply with the bill. In order to avoid
disparate enforcement actions throughout the country which could
be burdensome for telecommunications carriers, this authority is
vested in the Attorney General of the United States through the
Department of Justice and the Offices of the various U.S. attor­
neys.

Subsection (c) places limitations on the court's authority to issue
enforcement orders. First, the court must find that law enforce­
ment has no alternatives reasonably available for implementing
the order through use of other technologies or by serving the order
on another carrier or service provider. Essentiallyt the court must
find that law enforcement is seeking to conduct its interception at
the best. or most reasonable, place for such interception.

Second, the court must find that compliance with the require­
ments of the bill are reasonably achievable through application of
available technologyt or would have been reasonably achievable if
timely action had been taken. Of necessity, a determination of "rea­
sonably achievable" will involve a consideration of economic factors.
This limitation is intended to excuse a failure to comply with the
capability aaaistance requirements or capacity notices where the
total cost of compliance is wholly out of proportion to the useful­
ne.. of achieving compliance for a particular type or category of
services or features. This subsection recognizes that, in certain cir­
cumstances, telecommunications camers may deploy features or
services even though they are not in compliance with the require­
ments of this bill.

In the event that either of these standards is not met, the court
may not issue an enforcement order and the carrier may proceed
with deployment, or with continued otTering to the public, of the
feature or service at issue. .

Subsection (d) requires a court upon is~~ance of an enf~rcem~nt
order to set a reasonable time and conditions for complymg WIth
the order. In determining what is reasonable, the court may con­
sider as to each party before it a number of enume~ted factors; .

Subsection (e) provides that -an order may not be ISSUed requlnng
a carrier to exceed the capacity set forth in the Attorney General's
notices under seetion 2603.
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Subsection f{J provides for a civil penalty up to $10.000 per day.
from the date of the order. or such later date as a court may de­
cree. for any carrier, equipment manufacturer or support service
provider that violates the section. In setting the appropriate
amount of the fine, a court may consider a number of enumerated
factors, including the nature. circumstances. and extent of the vio­
lation. and. with respect to the violator. ability to pay, good-faith
efforts to comply in a timely manner. effect on ability to continue
to do business. the degree of culpability or delay in undertaking ef­
forts to comply, and such other matters as justice may require.

While subsection 2607(f) would subject to civil penalties a manu­
facturer that fails to provide its customers with the features or
modifications necessary for them to comply, the committee fully ex­
pects that manufacturers and carriers will ensure the compliance
with the requirements through the nonnal marketplace mecha­
nisms. as carriers, in- their orders, specify equipment that meets
the requirements of the bill. The imposition of civil penalties on
manufacturers would normally be appropriate only when the exist­
ing marketplace (Le., contractual> mechanisms fail to ensure manu­
facturer compliance. just as the imposition of civil penalties would
normally be appropriate on carriers when. for example. they fail to
seek through contractual mechanisms such features or modifica­
tions.

Section 2608, entitled "Payment of costs of telecommunications
carriers" provides. in subsection (a), that the Attorney General is
required to pay all reasonable costs directly associated with modi­
fications required to comply with the capability assistance require­
ments. either during the period of 4 years after enactment or dur­
ing any extension period granted by the FCC. In addition. the At­
torney General is required to pay such costs for expanding the car­
rier's facilities in the event such expansion is necessary to comply
with the notices issued under section 2603 of maximum and initial
capacity needed by law enforcement.

Subsection (bJ provides that the Attorney General is authorized
to pay reasonable costs directly associated with achieving ,compli­
ance with the assistance capability requirements for equlpmen~.
features or services deployed on or after the date of enactment if
such compliance would otherwise not be reasonably achievable. In
determining whether compliance is reasonably achievable, consid­
eration must be given to when the deployment occurred.

Subsection (c) directs the Attorney General to allocate appro­
priated funds to carry out the purposes of the bill in accordance
with law enforcement's priorities.

Subsection (d) provides that if a telecommunications carrier re­
quests, payment for modifications to emting equipment, fea~~res 01

services to achieve compliance with the assistance capablbty re­
quirements under section 2602, and the Attomer General does no'
pay as required under subsection (a). the. equlpm~nt. featu~ 01
service in question will be ~o~idered to be In .co~p1iance. unttl th.
equipment, feature or sel"Vlce IS replaced or Significantly upgrade«
or otherwise undergoes major modifications. .

Subsection reJ authorizes the Attorney General to establish nec
eSlary regulations and procedurel to reimburse carriers.
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Subsection (f) provides that any dispute over costs is to be re­
solved by the FCC or the court from which an enforcement order
is sought. In the absence of a dispute brought by one of the parties
to the FCC, it is not the committee's intent for the FCC or any
other agency of the Federal Government to regulate the price of
telecommunications transmission and switching equipment or sup­
port services. The committee regards such regulation as unneces­
sary in a competitive marketplace. Determinations regarding what
constitutes a "reasonable charge" for modifications and features
should be made in the first instance by manufacturers and their
customers in contractual negotiatioris in accordance with normal
and accepted business practices.

SECTIO~ 2. AUTHORIZATION OF APPROPRIATIO~S

This section authorizes $500 million to be appropriated for 1995
through 1997, which encompass the 3 years after enactment, and
thereafter any additional amounts that may be necessary to carry
out the purposes of the bill, which sums shall be available until ex­
pended.

SECTION 3. EFFECTIVE DATE

This section sets the effective date for compliance with the capa­
bility assistance requirements in section 2602 and the Sy!.tems Se­
curity and Integrity requirement in section 2604 as 4 years after
enactment. All other provisions take effect upon date of enactment.

SECTION 4. REPORTS

The Attomey General is required to report annually to Congress
periodically for the 6 years after enactment on the moneys ex­
pended under the bill. In addition, the General Accounting Office
is required to report in 1996 and 1998 on the estimated costs of
compliance with the bill.

SECTION 5. CORDLESS TELEPHONES

The Electronic Communications Privacy Act (ECPA), which
amended the wiretap statute in 1986, exempted from the protection
of the act "the radio portion of a cordless telephone that is trans­
mitted between the cordless telephone handSet and the base unit."
18 U.S.C. 2510 (1) and (12). The bill would delete the exception for
cordless telephones and impose a penalty of up to $500 for inten·
tionally intercepting such communications.

SECTIONS 6 AND 7. RADIO-BASED COMMUNICATIONS

ECPA does not protect communications that are "readily acces­
sible to the general public," which includes radio communications.
unless they fit into one of five specified categories. These exce~ted
categories enjoy protection because they usually are not susceptlble
to interception by the general public.

The bill would add "electronic communication" as a category of
radio communication covered by the wiret~p statute..Thi.s wo~ld
provide protection for all fonns of electronl~ communl~atl0ns, m­
cluding data, even when they may be transmitted by ~dio.
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. The b~ll also ame~ds the penalty provision to treat communica­
tIons usmg modulatIon techniques in the same fashion as those
where encryption has been employed to secure communications pri­
v.acy. Thi~ paragraph refers to spread spectrum radio communica­
tions, whIch usually involve the transmission of a signal on dif­
ferent frequencies where the receiving station must possess the
necessary algorithm in order to reassemble the signal.

SECTION 8. TECHNICAL CORRECTION

The wiretap law pennits interception of wire communications by
a wire or electronic service provider in the nonna! course of busi­
ness to render services or protect rights or property. The bill would
make a technical correction and expand the exception to include
electronic communications.

SECTION 9. CLONE PHONES

This section amends the Counterfeit Access Device law to
criminalize the use of cellular phones that are altered. or "cloned."
to allow free riding on the cellular phone system. Specifically. this
section prohibits the use of an altered telecommunications instru­
ment. or a scanning receiver. hardware or software, to obtain unau­
thorized access to telecommunications services. A scanning receiver
is defined as a device used to intercept illegally wire. oral or elec­
tronic communications. The penalty for violating this new section
is imprisonment for up to 15 years and a tine of the greater of
$50,000 or twice the value obtained by the offense.

SECTION 10. TRANSACTIONAL DATA

Recognizing that transactional records from on-line communica­
tion systems reveal more than telephone toll records or mail covers.
subsection (aj eliminates the use of a subpoena by law enforcement
to obtain from a provider of electronic communication services the
addresses on electronic messages. In order for law enforcement to
obtain such information, a court order is required.

This section imposes an intennediate standard to protect on-line
transactional records. It is a standard higher than a subpoena. but
not a probable-eause warrant. The intent of raising the standard
for accesa to transactional data is to guard. against "fishing expedi­
tions" by law enforcement. Under the intermediate standard. the
court must find. based on law enforcement's showing of facts. that
there are specific and articulable grounds to believe that the
records are relevant and material to an ongoing criminal investiga­
tion.

Law enforcement could still use a subpoena to obtain the name.
address, telephone toll billing records. and length of service ~f a
subscriber to or customer of such service and the types of sel'Vlces
the subscriber or customer utilized.

Subsection (b) requires government agencies installing and using
pen register devices to use, when reasonably avail~le, teehnolC?1D'
that restricts the information captured by. such deVIce to the dial­
ing or signaling infonnation necessary to direct or· process a call.
excluding any further communication conducted through the use of
dialed digits that would otherwise be captured. .
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VlI. REGt:UTORY I~PACT STAT'E:~E~T

In compliance with paragraph lHb), rule XXVI of the Standing
Rules of the Senate, the commIttee, after due consideration. con­
cludes that no significant additional regulatory impact or impact on
personal privacy would be incurred in carrying out the provisions
of this legislation.

VUI. COST ESTI~TE

The committee accepts the cost estimate of the Congressional
Budget Office.

The Congressional Budget Office estimate follows:

U.S. CONGRESS.
CONGRESSIONAL Bt:"DGET OFFICE.
Washington, DC, September 30, 1994.

Hon. JOSEPH R. BIDEN, Jr.•
Chairman. Committee on the Judiciary,
U.S. Senate, Washington, DC.

DEAR MR. CHAlR.'1A.'l: The Congressional Budget Office has pre­
pared the enclosed cost estimate for S. 2375, a bill to amend title
18, United States Code. to make clear a telecommunications car­
rier's duty to cooperate in the interception of communications for
law enforcement purposes, and for other purposes.

Enactment of S. 2375 would affect direct spending and receipts.
Therefore, pay-as-you-go procedures would apply to the bill.

If you wish further details on this estimate. we will be pleased
to provide them.

Sincerely,

Enclosure.

CONGRESSIONAL BUDGET OFFICE COST ESTI~TE

1. Bill number: S. 2375.
2. Bill title: A bill to amend title 18, United States Code, to make

clear a telecommunications carrier's duty to cooperate in the inter­
ception of communications for law enforcement purposes. and for
other purposes.

3. Bill status: As ordered reported by the Senate Committee on
the Judiciary on September 28. 1994.

4. Bill purpose: S. 2375 would direct telecommunications carriers
to attain certain technical capabilities to assist law enforcement
agencies with wire and electronic interceptions. pen registers. and
trap and trace devices. The~e companies generally would have four
years to comply with the bill's requirements. Howev~r, tele­
communications carriers would not have to meet the requuements
with respect to existing equipment and services unless they are re­
imbursed by the Federal Government. Additionally, the Attorney
General may agree to reimburse carriers for other reason~le costs
in complying with the bill. This legislation would authonze appro­
priations totaling $500 million for the fiscal years 1995 through
1997, plus such sums as are necessary for fiscal yean thereafter.
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This legi~lation would make seve~al !!linor changes to the current
laws relatm~ to the t~l~ommun.1C~tlons indu~try. S. 2375 also
would establIsh both CIVlI and cnmmal penalties for violation of
certain provisions of the bill.

5. Estimated cost to the Federal Government:

()

100

100
100

.~

(')

II)

100
100

100

(I)

(I)

(I)

(I)

(I)

100
500

25

o
o

500

~evenues

Estlm't~ f'K!lots ~rom lines
~hrKt soendlnc

Cnme \llctlms FUM:
ESbmated Dulliet 'utnan"
Estlm,teO ouU'VS

Autnonzatlons.
Soeclhell aucnonzatlons
Estlmat~ ,utnonzal1ons

Total autnonzatlons
Estlmatell outllYS .

I LIU !n,n s~oo.~oo.

The costs of this bill fall within budget function 750.
Basis of estimate: The estimate assumes that the Congress will

appropriate the full amounts authorized. The costs of the bill in fis­
cal years 1998 and 1999 are very uncertain because the precise
technical solutions to the bill's requirements are unknown at this
time. Baaed on inlonnation from the Federal Bureau of Investiga­
tion <FBI) and the telecommunications industry, CBO estimates
that these costs would be roughly S100 million annually. Costs of
this order of magnitude could continue in later years. The outlay
estimates are bUed OD inlonnatioD from the FBI regarding imple­
mentation of the new capabilities by the telecommunications car­
riers.

S. 2375 would imP9H civil and/or criminal (mes for violations of
the bill's provisions. Both criminal and civil fines increases receipts
to the Federal Government. Criminal (mes would be deposited in
the Crime Victims Fund and would be spent in the followint~:ar.
CBO does not upect this additional revenue or direct spen' to
be si@ific:aDt.

6. Pay·...Iou-go c:ouiderations: Section 252 of the Balanced
Budpt aDd Emerpnc:y Deficit Control At:t 'of 1985 seta up pay-as­
you-go proc:eclures for lqialatioD affecting direct s~nding or re­
ceipts through 1998. Enactment of S. 2·375 would 81feet both re­
ceipta aDd di.rec:t spending; however, CBO estimates that any
changes in spending and receipts would be insignificant. The fol­
lowing table summarizes the estimated pay-as-you-go impact of
this bill.

I" I'"
CIaIIIt Nt..,. __ _-- ----
CItIIIt 1ft .- -

o
o

o
o

o
o

o
o

7.- Estimated coat to State and local governments: None.
8. Estimate companson: None.
9. Previou CBO estimate: None.
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10. Estimate prepared by: Mark Grabowicz. John Webb. and ~te­
lissa Sampson.

11. Estimate approved by: Paul Van de Water, for e.G. Nuckols.
Assistant Director for Budget Analysis.

IX. CHANGES I~ EXlSTI~G LAw
In compliance with paragra,ph 1~•. rule XXVI of the Standing

Rules of the Senate, changes m eXlstmg law made by the bill as
reported. are shown as follows (existing law proposed to be omitted
is enclosed in black brackets. new matter is printed in italic. exist­
ing law in which no change is proposed is shown in roman,:

TITLE IS-UNITED STATES CODE

• • • • • • •
CRIMES AND CRIMINAL PROCEDURE

PART I-CRIMES
CMp~r ~

1. General provisions .. 1

• • • ·' • • •
419. Wire in~rnption and interception of oral communications 2S10
120. TelccommUlllCalioIU canw,. a.a ~ to t~ GowmTMIll 2601

• • • • • • •

§ 1029. Fraud and related activity in connection with access
devices

(a) Whoever-
( 1) knowingly and with intent to defraud produces. uses. or

traffics in one or more counterfeit access devices:
(2) knowingly and with intent to defraud traftics in or uses

one or more unauthorized accesa devices during anyone-year
period, and by such conduct obtains anything of value aggre­
gatingSl,OOO or more during that period;

(S) knowingly and with intent to defraud possesses fifteen or
more devices which are counterfeit or unauthorized access de­
vices; [or]

(4) knowingly, and with intent to defraud. produces, traffics
in, hu control or custody of, or possesses device-making equip­
ment;

(5) knowingly and with intent to defraud uses, produces. traf:­
!ie. in, hcu control or clUtody of, or possesses a telecommun,l­
cations, instrument that hcu been modified or altered to obttWl
unauthorized use of telecommunicatiolll services; or

(6) knowingly and with intent to defraud uses, produces, traf­
fics in, hcu control or custody of, or poINsses-

(AJ a scanning receiver; or
(B) hardware or software used for altering or modifyiq

telecommunications instruments to obtain unauthorized ac­
cess to telecommunicatiolll service.,
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shall, if the offense affects interstate or foreign commerce. be
punished as provided in subsection (C) of this section.

• • • • • • •
(c) The punishment for an otTense under subsection (a) or IbM 1

of this section is-
( 1). * •
(2) a fine of not more than the greater of $50.000 or twice

the value obtained by the offense or imprisonment for not more
than fifteen years. or both. in the case of an offense under sub·
section [<aHl) or (a)(4)) faj'(1), (4), (5j, or (6) of this sectiot1
which does not occur after a conviction for another otTenst
under either such subsection, or an attempt to commit an of
fense punishable under this paragraph; and

* • • * • • *
(e) As used in this section-

<1) the term .•access device" means any card. plate. code. ac
count number. electronic serial number, mobile identificatiol
number, personal identification number, or other telecommuni
cations service, equipment, or instrument identi!Ur, or othe
means of account access that can be used, alone or in conjunc
tion with another access device, to obtain money, goods. sen
ices, or any other thing of value, or that can be used to initiat
a transfer of funds (other than a transfer originated solely b
paper instrument>;

* • .c • • * .-
(5) the term "traffic" means transfer. or otherwise dispose 0

to another. or obtain control of with intent to transfer or dil
pose of; [and]

(6) the term "device-making equipment" means any equil
ment, mechanism, or impression designed or primarily used f(
making an access device or a counterfeit access device(.); an

(7) the term "scanning receiver" means a deuice or apparatr.
that can be used to intercept a wire or electronic communicatir.
in violation of chapter 119.

• • • • • • •
§ 2510. Definitions

AJJ used in this chapter-
(1) "wire communication" means any aural transfer made

whole or in part through the use of facilities for the tratl
mission of communications by the aid of wire, cable, or oth
like connection between the point of origin and the point of I
ception (including the use of such connection in a Switc:hil
station> furnished or operated by any penon elllaged in pl
viding or operating such facilities for the t~mi~ionof int._
state or foreign communications for commumc:ati~ns afl'ectt
interstate or foreign commerce and' such term Includes a
electronic storage of such communication[, but such term de
not include the radio portion of a cordless telephone COIlUl.'
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nication that is transmitted between the cordless telephone
handset and the base unit];

l16) "readily accessible to the general public" means. with re­
spect to a radio communication, that such communication is
not-

(A) scrambled or encrypted:

•

•

•

•

•

*

•

•

•

..

* .

•

•

•

•

•

••

•

•

•

•

.-

•

..

•

•

•

•

(D) transmitted over a communication system provided
by ~ common carrier. unless the communication is a tone
only paging system communication; [or]

IE) transmitted on frequencies allocated under part 25.
subpart D, E, or F of part 74, or part 94 of the Rules of
the Federal Communications Commission, unless. in the
case of a communication transmitted on a frequency all0­
cated under part 74 that is not exclusively allocated to
broadcast auxiliary services, the communication is a two­
way voice communication by radio; or

(F) an electronic communication;

•

•

•

•

•
(12) "electronic communication" means any transfer of signs.

signals. writing, images. sounds. data, or intelligence of any
nature transmitted in whole or in pan by a wire. radio. elec­
tronic. photoelectronic or photooptical system that affects inter­
state or foreign commerce. but does not include--

[I Al the radio portion of a cordless telephone commu­
nication that is transmitted between the cordless tele­
phone handset and the base unit;]

[tB)) fA) any wire or oral communication;
[IC)) fB) any communication made through a tone-only

paging device; or
[l Dl] fC) any communication from a tracking device I as

defined in section 3117 of this title);

(2)(a)(i) It shall not be unlawful under this chapter for an opera­
tor of a switchboard, or on officer, employee, or agent of a provider
of wire or electronic communication service, whose facilities are
[used in the transmission of a wire communication), uS«l in tlul
transmission of a wire or electronic communication to interce~t, dis­
close, or use that communication in the normal course of ius em­
ployment while engaged in any activity which is a necessary .inci­
dent to the rendition of his service or to the protection of the nghts
or p~perty of the provider of that servic~, except that. ~ provi~er
of wire communication service to the pubhc shall no~ utl1lze serY1CE

§ 2511. mterception and disclosure of wire. oral. or elee­
. tronic communications prohibited

(1) Except as otherwise specifically provided in this chapter any
person who-

(a)· • *
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observing or random monitoring except for mechanical or service
quality control cheeks.

* * * • '* * •
(4)(a) Except as provided in paragraph (b) of this subsection or

in subsection (5), whoever violates subsection (1) of this section
shall be tined under this title or imprisoned not more than five
years, or both.

(b) If the offense is a first offense under paragraph (a) of this
subsection and is not for a tonious or illegal purpose or for pur­
poses of direct or indirect commercial advantage or private com­
mercial gain, and the wire or electronic communication with re­
spect to which the offense under paragraph (a) is a radio commu­
nication that is not scrambled [or encrypted. then 1, encrypted. or
transmitted using modulation. techniques the essential parameters
of which have been withlwld from the public with the intention of
preserving the privacy of such communication-

(i) if the communication is not the radio ponion of a cellular
telephone communication, a cordless telephone communication
that is transmitted between the cordless telephone handset and
the base unit, a public land mobile radio service communication
or a paging service communication. and the conduct is not that
described in subsection (5), the offender shall be fined under
this title or imprisoned not more than one year. or both: and

(ii) if the communication is the radio portion of a cellular
telephone communication. a cordless telephone communication
that is transmitted between the cordless telephone handset and
the base unit, a public land mobile radio service communication
or a paging service communication. the offender shall be fined
not more than $500.

'* '* '* '* '* • •

"CHAPTER 12D-TELECOMMUNICATIONS CARRIER
ASSISTANCE TO THE GOVERNMENT

Sec.
2601. ~"'.
2602.~ capability requwrrwnt,.
2603. NotiI:a ofcapacuy. reqwn1Mnta. .
2604. S,.,.".. MClll'ity and intqnty.
2606. CooperatiDft of ~uip1MntmlUtufactunrs and proUicUTS of telecommunccatloru

support Mrvica. .
2606. Teel&ftit:GJ, reqrunmenu and ,to.ndart:U; m~ruioft of compl&4nce da.t~.
2601. Enfo~1Mnt 0"'''.
2608. RlimbuI'Mnwnt of telftommunlcatioru carrUrs.

"§2601. Deffllitiotu
faJ DEFINITIONS.-In this chapter-

tM terms d..fined in section 2510 have, respectively, the
meanings stated in that section.

ICcall-i~ntifying information"- . ' . .
(A) means all dialing or signalling mformat&on ~sso.c&­

ated with tM origin, direction, destinatio~, or ·termznatzon
of each communication generated or receuJed by the sub­
scriber equipment, facility, or service of a telecommum-
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cations carrier that is the subject of a court order or lau:fu.l
authorization; but

(BJ does not include any information that may disclou
the physical location of the subscriber (except to the extent
that the location may be determined from the telephone
number;.

. "Commission" means the Federal Communication.-r Commis­
Slon.

"gol:ernment" means the government of the L·nited States and
any agency or instrumentality thereof, the District of Columbia.
any commonwealth, territory, or possession of the United
States, and any State or political subdivision thereof authorizea
by law to conduct electronic surveillance.

"information services"-
(A) means the offering of a capability for generating, ac­

quiring, storing, transforming, processing, retrieving, utiliz·
ing, or making available information uia telecommuni,
cations; and

(B) includes electronic publishing and messaging serrJ
ices; but

(C) does not include any capability for a telecommuni
cations carrier's internal management, control, or operatim
of its telecommunications network.

"telecommunications carrier"-
(AJ means a person or entity engaged in the transmissioJ

or switching of wire or electronic communications as a com
mon carrier for hire (within the meaning of section 3th) (
the Communications Act of 1934 (47 U.S.C. 153(hj));

rB) includes-
(i) a person or entity engaged in prouiding commeJ

dal mobile service (as defined in section 332(dJ of til
Communications Act of 1934 (47 U.S.C. 332(d))); or

(ii) a person or entity engaged in prouiding wire (
electronic communication switching or transmissitJ
service to the extent that the Commission finds th.
such service is a replacement for a substantial portie
of the local telephone exchange sen'ice and that it is l

the public interest to deem, such a person or entity .
be a telecommunications camer for purposes of th
chapter; but

(C) does not include persons or entities insofar as th
are engaged in providing information services.

"telecommunications support services" means a product, s~
ware, or service used by a telecommunications carrier for the I
temel signaling or switching functions of its telecommuJ
cations network.

§1601. A..utallCe capability requireme"t.
(a) CAPAB1U1T REQC/lREMENTS.-E=ept aa provided in st

sections (b), (c), and (d) of this section, and subject .to seci~
2607(c), a telecommunications carrier shtJ.ll ensure that &t$ serv~
or facilities that provide a customer or subscriber with the abil
to originate, terminate, or direct communications, are capable OJ
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(1) expeditiously isolating and enabling the government to
intercept, to the exclusion of any other communications, all wire
and electronic communications carried by the carrier within a
service area to or from equipment. facilities, or services of a
subscriber of such carrier concurrently with their transmission
to or from the subscriber's service, facility, or equipment or at
such later time as may be acceptable to the government;

(2) expeditiously isolating and enabling the government to ac·
cess call· identifying information that is reasonably available to
the carrier-

(A) before. during, or immediately after the transmission
of a wire or electronic communication (or at such later time
as may be acceptable to the government); and

(8) in a manner ·that allows it to be associated with the
communication to which it pertains,

except that. with regard to information acquired solely pursu­
ant to the authority for pen registers and trap and trace devices
(as defined in ~ction 3127), such call-identifying information
shall not include any information that may disclose the phys­
icallocation of the subscriber (except to the extent that the loca­
tion may be determin.d from the telephone number);

(3) delivering intercepted communications and call-identify­
ing information to tlul gouernTrUtnt in a format such that they
may be transmitted by maana of facilities or services procured
by the government to a location other than the premises of the
carrier; and

(4) facilitating authorized communications interceptions and
access to call-icUntifying information unobtrusively and with a
minimum of interference with any subscriber's telecommuni­
cations service and in a manner that protects-

(AJ the prilJGCY and security of communications and call­
identifying information not authonud to be intercepted;
and

(B) information regarding the gouernment's interception
of communiaJtioru and access to call-identifying informa­
tion.

(b) LlMlTATlONS.-
(1) DESIGN 0' FEA1'URES AND SYSTEMS CONFIGURATIONS.­

TA;" cho.pter doe. not authorize any law enforcement agency or
officer-

(A) to f'ftluire any specific cUsign of featuns or sysUtn
confiluratiolU to be ad.opud by providers of win or el«­
tronic communication .rvice, monufacturers of tele­
communicatiDIu equipm.nt, or prouiders of telecommuni-
eatiou support servica; or .

rBJ to prohibit tM adoption of any (eat~ or ~"'&« by
prouide,.. of win or electronic commun&CCItum serv~, 17ICIII­
~ture,.. of telccommwUcatiDna equipm.nt, or prouiders of
telecommwUcatiDu support _",ices.

(2) IN1'ORMA'nON SERVICES; PIllVA1'B NETWORKS~ iNTER­
CONNECTION SUYleD AND FAClU1US.-T'M requirements of
subsection (a) do not apply to-

(A) 'in(omuJtitm Ml'VU:a; or
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(B) services or lacUities that support the transport or
switching of communications for private networks or for the
s~le purpose of interconnecting telecommunications car.
ners.

(3) E.vCRYPTION.-A telecommunications carrier shall not be
responsible for decrypting, or ensuring the government's ability
to decrypt, any communication encrypted by a subscriber or cus­
tomer, unless the encryption was provided by the carrier and
the carri~r possesses the information necessary to decrypt the
comm unzcatlon.

(C) E.\fERGENCY OR EXlGENT CIRCe.ltSTANCES.-In emergenev or
exigent circumstances (including those described in sections 2518 (;/
or (J 1Hb) and 3125 of this title and section 1805(e) of title 50), a
carrier at its discretion may fulfill its responsibilities under sub­
section (a)(3) by allowing monitoring at its premises if that is the
only means of accomplishing the interception or access.

(d) .lJOBILE SERVICE AsSISTANCE REQVIREMENTS.-A tele­
communicatzons carrier offering a feature or service that allows sub­
scribers to redirect, hand off, or assign their wire or electronic com­
munications to another service area or another service provider or
to utilize facilities in another seroice area or of another seroice pro­
vider shall ensure that, when the carrier that had been. providing
assistance for the interception of wire or electronic communications
or access to call·identifying information pursuant to a court order
or lawful authorization no 10Tlfe.r has access to the content of such
communications or call.ichntifYing information within the service
area in which interception has been occurring as a result of the sub­
scriber's use of such a feature or service. information is made avail­
able to the gouemment (before, during, or immediately after the
transfer of such communications) identifying the provider of wire or
electronic communication service that has acquired access to the
communications.

§2603. Notice. ofcapacity nquirement.
(a) NOTICES OF MAXIMUM AND ACTUAL CAPACITY REQUIRE­

MENTS.-
(1) IN GENERAL.-Not later than 1 year after the date of en­

actment of this chapter, after consulting with State and locaJ
la~ enforcement agencies, telecommunications carriers, prouid·
ers of telecommunications support services. and manufacture"
of telecommunications equipment and after notice and com·
ment, the Attorney General shall publish in the Federal Reg·
i8t,r and prouide to appropriate telecommunications carrier as·
sociations, standard·setting organizations. and for a-

(AJ notice of the maximum capacity required to accommo
date all of the communication interceptioM, pen register~
and trap and trace deuices that the Attorney General estl
mates that government agencies authorized to conduct elee
tronic surveillance may conduct and use simultaneousl,
and

rB) notice of the number of communication interceptiolU
pen registers, and trap and trace' devices, representing l

portion of the mtUimum ca~city set forth unaer subpara
graph rAJ, that the Attorney General estimat~s that govern
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ment agencies authorized to conduct electronic sun'eii[ance
may conduct and use simultaneously after the date that is
4 years after the date of enactment of this chapter.

(2) BASIS OF .vOTICES.-The notices issued under paragraph
(1) may be based upon the type of equipment, type of sen'ice,
number of subscribers, geographic location, or other measure.

(bJ COMPUAVCE WiTH CAPACITY NOTICES.-
(1; INiTIAL CAPACITY. -Within 3 years after the publication by

the .4ttorney General of a notice of capacity requirements or
within 4 years after the date of enactment of this chapter,
whichever is longer, a telecommunications carrier shaLl ensure
that its systems are capable of-

(AJ expandi116 to the mQ%imum capacity set forth in the
notice under subsection (aj{1)(A); and

(B) accommodating simultaneously the number of inter­
ceptions, pen registers. and trap and trace devices set forth
in the notice subsection (1)(B),

(2) EXPANSION TO MAXIMUM CAPAC11Y.-A{ter the date de­
scribed in paragraph (1), a telecommunications carrier shall en­
sure that it can accommodate upeditiously any increase in the
number of communication interceptions, pen registers, and trap
and trace devices that authorized agencies may seelt. to conduct
and use, up to the mazimum capacity requirement set forth in
the notice under subsection (a)(l)(A).

(c) NOTrCES OF INCREASED MAXIMUM CAPAC11T REQ(}rRE.llE~7S.-
(1) The Attorney General shall periodically provide to tele­

communications ca.rn.rs written notice of any necessary in­
creases in the mazimum capacity requirement set forth in the
notice under subsection (aX1)(AJ.

(2) Within 3 years after receiving written notice of increased
capacity requirements under paragraph (11, or within such
longer time period as the Attorney General may specify, a tele­
communications carrier shall ensure that its systems are capa­
ble of upanding to tM increased mtuimum capacity set forth
in the notice.

11604. S,.t.".. .-cumy and illtejrUy
A telecommunications carrier shall ensure that any court ordered

or lawfully authorized. interception of communications or access to
call-identifying information effected within its switching premises
can be activated only with the affirmative intervention of an indi­
vidual officer or employee of the carrier.

1160&. Cooperation of equipment mmaufactu,..rt and provid­
e,.. of teleeolllllWllicatioru '&apport ••nice.

(a) CONSULTATION.-A telecommunications carrier shall consult,
tU net:f!sstUy, in a timely ftUhion with TTUmufacturers of i~s tele­
communications transmiuion and switching equipment and Its pro­
uitUl"S of tekcommunications support services for tM purpose 01
itUnqfyillf any service or equipment, includillf h~re and.soft·
ware, that may require mOdification so (U to permIt compllOna
with thia chapter. .

(b) MODlnCATION OF EQUIPMENT AND SEBVlCEs_-Subject to sec
tion 2607(c), a manufacturer ofte~communicationstransmission 01
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switching equipment and a provider of telecommunications support
serVlces shall, on a reasonably timely basis and at a reasonable
charge, make auailable to the te~eco~munications carriers using its
eqwpment or serUlces such mool{icatlons as are necessary to permit
such carriers to comply with this chapter.

§2606. Technical requirement. and standard.; e%ten.ion of
compliance date

(aJ SAFE HARBOR.-
(1) CONSULTATI0N.-To ensure the efficient and industrv­

wide impl~mentation of the assistance capability requirements
under sectlon 2602, the Attorney General, in coordination u:ith
other Federal, State. and local law enforcement agencies. shall"
consult with appropriate associations and standard-setting or­
ganizations of the telecommunications industry and with rep­
resentatiues of users of telecommunications services and facili­
ties.

(2) COMPLIANCE r.:~DER ACCEPTED STANDARDS.-A tele­
communications carrier shall be found to be in compliance with
the assistance capability requirements under section 2602. and
a manufacturer of telecommunications transmission or switch·
ing equipment or a provider of telecommunications support
services shall be found to be in compliance with section 2605.
if the carrier, manufacturer, or support service provider is in
compliance with publicly available technical requirements or
standards are adopted by an industry association or standard­
setting organization or by the Commission under subsection lbJ
to meet the requirements of section 2602.

(3) ABSENCE OF STANDABDS.-The absence of technical re­
quirements or standards for implementing the assistance capa­
bility requirements of section 2602 shall not-

rA) preclude a carrier, manufacturer, or services provider
from deploying a technology or service; or

rB) relieve a carrier, manufacturer, or service provider of
the obligations imposed by section 2602 or 2605, as appli­
cable.

(b) FCC AUTHOIUTY.-
(1) IN GENERAL-If industry associations or standard-setting

organizations fail to issue technical requirements or standards
or" if a government agency or any other person belielJes that such
requirements or standards are deficient, the agency 0" person
may petition the Commission to establish, by notice and com­
ment rulemaking or su.ch other proceedings as the Commission
may be authorized to conduct, technical requirements 0,. stand­
ards thet-

rA) meet the assistance capability requirements of section
2602;

rB) protect the prilJacy and security of communications
not authorized to be intercepted; and

(CJ serve the policy of the United St~tes to encoura,e tM
prolJision of new technologies and servIces to th~ publIC. .

(2) TRANSITION PERIOD.-If an industry technIcal reqwre­
ment or standa,.d is set aside or supplanted as a result ofeom­
mission action under this section, the Commiss~on, after con-



43

sultation with the Attorney General, shall establish a reason­
able time and conditions for compliance with and the transition
to any new standard, including defining the obligations of tele­
communications carriers under section 2602 during any transi­
tion period.

(c) EXTENSION OF COMPLlAlICE DATE FOR FEATURES AND SERV­
ICES.-

(1) PETITION.-A telecommunications carrier proposing to de­
ploy, or hauing deployed. a feature or seruice within 4 years
after the date of enactment of this chapter may petition the
Commission for 1 or more extensions of the deadline for comply­
ing with the assistance capability requirements under section
2602.

(2) GROUND FOR EXTENS10N.-The Commission may, after af­
fording a full opportunity for hearing and after consultation
with the Attorney General, grant an extension under this para­
graph, if the Commission determines that compliance with the
assistance capability requirements under section 2602 is not
reasonably achieuable through application of technology auail­
able within the compliance period.

(3) LENGTH OF Er1'ENSION.-An extension under this para­
graph shaLl utend. for no longer then the earlier of-

fAJ the date determined by the Commission as necessary
for the car'I"Ur to comply with tM assistance capability reo
quirements uncUr uction 2602; or

(B) the date that is 2 years after the date on which the
e%tension is granted.

(4) APPUCABIUTY OF EXTENSION.-An utension under this
subsection shall apply to only that part of the carrier's business
on which the new feature or service is used.

§ 2607. Enforcement ortUra
(a) ENFORCEMENT BY COURT ISSUING SURVEILLANCE ORDER.-If

a court authorizing an interception under chapter 119, a State stat­
ute, or tM Foreign Intelligence Surveillance Act of 1978 (50 U.S.C.
1801 et seq.; or authorizing use of a pen register or a trap and trace
device unchr chaptltr 206 or a Statlt statute finds that a tele­
communicationa carrier h4s failed to comply with the requirements
in thill chepur, thtl court may direct that th~ carrier comply forth­
with and may dirltct that a providltr of support services to the car­
rier or thlt manufacturer of the carner's transmission or switching
ItquipI'Mnt furnish forthwith modifications necessary for the carrier
to comply.

(b) ENFORCEMENT UPON APPLICATION BY ArrORNEY GENERAl-­
The AttOTntty General may apply to the appropriate United States
district court for, and the United States district courts shall haue
jurisdiction to issUIt, an order directing that a telecommunications
carrier, a manufacturer of telecommunications transmission or
switching equipment, or a provider of telecommunications support
service. comply with thill chapter.

(C) GROUNDS FOR ISSUANCE.-A court shall issue an order under
subsection (aJ or fbJ only if thll court finds t~t~ ...

(1) alternative technologitts or capabllltlll' or the facilItIes of
another carrier are not reasonably available to law·enforcement
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for implementing the interception of communications or a
to call·identifying information; and

(2) compliance with the requirements of this chapter is
sonably achievable through the application of alJailable
nology to the feature or service at issue or would have been
sonably achievable if timely action had been taken.

rd) TIME FOR COMPUANCE.-Upon issuance of an enforce,
order under this section, the court shall specify a reasonable
and conditions for complying with its order, considering the
faith efforts to comply in a timely manner, any effect on the
rier's, manufacturer's, or service provider's ability to continue J

business, the degree of culpability or delay in undertaking effol
comply, and such other matters as justice may require.

(e) L/MITATION.-An. order under this section may not requ
telecommunications carrier to meet the government's demanl
interception of communications and acquisition of call·identi
information to any enent in excess of the capacity for which 1,

has been provided uncUr section 2603.
rf) CNIL PENALTY.-

(lJ IN GENERAL.-A court issuing an order under this R
against a telecommunications carrier, a manufacturer of
communications transmission or switching equipment, or c
vider of telecommunications support services may impose G
penalty of up to $10,000 per day for each day in violation
the issuance of the order or after such future date as the
may specify.

(2) CONSIDERATIONs.-In determin.ing whether to imp
fine and in determining its amount, the court shaJ.l take in
count-

(AJ the nature, circumstances, and enent of the viol.
(B) the violator's ability to pay, the violator's good

efforts to comply in a timely manner, any effect on th
lator's ability to continue to do business, the degree (l

pability, and the length of any delay in undertaking ,
to comply; and

rc) such other matters as justice may require.
(3) CIVIL ACTION.-The Attorney General may file a cit

tion in the appropriate United States district court to c
and the United States district courts shall have jurisdict
impose, such fines.

'2608. Pa.yment ofcent. oftelecommunicationa ca.rriers
(a) EQUIPMENT, FEATURES. AND SERVICES DEPLOYED BJ

DATE OF ENACTMENT; CAPACITY COSTS.-The Attorney G
shall, subject to the availability of appro~riations,pa~ telecof!l
cations carriers for all reasoncble costa directly' C1SSOC~ted W&tJ
. (1) the modifications performed by came~ p.nor to tlu

tive date of section 2602 or prior to the e%fJ&,,!%twn ~f any
sion granted UncUT section 2606(c) to establUlh, with relJ
equipment, features. and service. deployed before the date
actment of this chapter, tM cfJptJbilitus necaS8lJry to (
with section 2602;

(2) meeting the maximum capacity requirrments set (tJ
the notice under section 2603(aj(IJ(A); arid.
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(3) expanding existing facilitus to accommodate simulta­
neously t~e number ~f inter~eptions, pen registers and trap and
trace deVIces for whIch notIce has been provided under section
2603(a)flXB).

(b) EQUIPMENT, FEATURES, AND SERVICES DEPLOYED ON OR
AFTER DATE OF ENACTMENT.-

(1). IN GENERAL.-{f complia!1ce with tM assistance capability
reqUIrements of sectIon 2602 IS not reasonably achieuable with
respect to equipment, features, or services deplayed on or after
the date of enactment of this chapter, the Attorney General, on
applicati(!Jn ?f a teleco.mmunications carrier, may pay the teu­
commUnlcatzons carner reasonable costs directly associated
with achieving compliance.

(2) CONSIDERATION.-In determining whether compliance
with the assistance capability requirements of section 2602 is
reasonably achi£vable with respect to any equipment, feature, or
service deployed after the date of enactment of this chapter, con­
sideration shall be given to the time when the equipment, fea­
ture, or service was deployed.

(CJ ALLoCATION OF FUNDS FOR PAYMENT.-The Attorney General
shall allocate funds appropriated to carry out this chapter in ac·
cordance with law enforceTTUlnt priorities determined by tM Attorney
General.

(d) FAILURE To MAKE PAYMENT WITH RESPECT TO EQUIPMENT,
FEATURES, AND SERVICES DEPLOYED BEFORE DATE OF ENACT·
MENT.-

(1) CONSIDERED TO BE IN COJlPLlANCE.-Unksa the Attorney
General haa agre«l. to pay til. telecommunications carrier for
all reasonable costs directly associated with modifications nec­
eSBt1ry to bring tM equipment, feature, or service into actual
compliance with those requirements, provided the canUr ha
reqUllBted pCymllnt in accordance with procedures promulgated
PUTSUGnt to sub.-:titJn (e), any equipment, feature, or service of
a telecommunictJtioru ctJr'1Wr tkployed before the date of enact­
ment of this chaptu shell be consuured, to be in complian«
wuh til. u.UtGn« capability requirements ofsction 2602 until
tM ~pment, "'un, 01' suvit:e is repl4ced or significantly
up..,adMl or otMnu_ untUrgoe. mtJjor modifictJtion.

(2) LDtrrATlON ON ORDBR.--An o1'tkr uru:kr section 2601
,1U1JJ not ~uin a t.lecommunicatiou car'rUr to modify, for tM
purpoee of complyill6 with tM tUBist4nce capability require­
TMnts of section 2602, any equipment, f.cture, or urvice ck­
ployed befon til. date of entJCtmcnt of this chapter unless tke
Alto,."., GcnaralluJa agre«l. to pay tM telecommUllU::atioM car­
rUr for all T'ftUOtuJblc coats directly asaociated with modi/ica­
noM nacasary to bri1J.6 til. equipment, feature, or "",ice into
ClCtuGl compliGncc with thoM requireFMntB.

(e) PROCBDUUS AND RBGUlATlONS.-Notwithstcnclin6 any otMr
law, tM Attorney acnaral ,h4ll, a/fll,. notice and commant, esttJb.lWa
any procedures and rqul4tiona cleerMd.~~e~ time­
ly and cost-effl,c;'nt payFMnt to ~mmwucationa canvrs for
compc1lMJblc coats incurred under this ch4pur, under cluJpters 11'
and 121, and un.ct.r tM Foreign l11UUigence Survcillana Act of
1918 (50 U.S;C. 1801 d Mq.). .


